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Director—Crypto Policy Unit 
Financial System Division 
The Treasury 
Langton Crescent 
PARKES  ACT  2600 
 
 
By email: crypto@treasury.gov.au 
 
 
Dear Director 

Regulating digital asset platforms 

1. The Law Council is grateful for the opportunity to respond to the Treasury’s Regulating 
Digital Asset Platforms Proposal Paper. 

2. This submission has been prepared by the Financial Services and Digital Commerce 
Committees of the Law Council’s Business Law Section, with input from the Law 
Society of New South Wales (together, the contributors to this submission). 

3. In addition to the comments contained in this letter, the contributors’ responses to the 
Question Sets canvassed in the Proposal Paper are provided in Appendix A. 

Preliminary observations 

4. The contributors commend Treasury on the Proposal Paper.  On balance, the 
contributors consider that the proposed legislative approach is reasonable and 
proportionate to the risk of consumer harm which digital asset platforms can present 
and can lay an appropriate foundation for future regulation. 

5. The contributors agree with the Proposal Paper’s statement that Australia should 
‘accommodate a future where an increasingly diverse range of entitlements are … 
tokenised’.  This is consistent with the market experience of the Committees’ members 
and the inevitable by-product of widespread global digitisation, increasing digitalisation 
and automation through adoption of emerging technologies (including artificial 
intelligence). 

6. This submission, as well as responding to the Question Sets in the Proposal Paper, 
seeks to: 

(a) suggest some potential improvements to the proposed regime; and 

(b) raise other similarly important issues, 

with a view to ensuring any legislative framework is fit for purpose. 
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The contributors’ position 

7. Overall, the contributors consider the regulatory perimeter of Chapter 7 of the 
Corporations Act 2001 (Cth) should be maintained. 

8. The contributors consider Chapter 7 of the Corporations Act will be a suitable tool to 
address a significant proportion of potential consumer harms that can arise for digital 
assets which are, or are functionally similar to, the current Corporations Act concept of 
‘financial products’. 

9. A significant number of digital assets currently in circulation already meet the definition 
of financial product (or their global equivalents) at least for some point in their creation, 
issue, trade, etc.  This appears well understood by many legal experts and some 
platform providers in Australia and is consistent with the position of major global 
regulators. 

10. The contributors endorse an approach to regulation that is consistent with the Board of 
the International Organisation of Securities Commissions’ Policy Recommendations for 
Decentralized Finance Consultation Report (September 2023)—particularly 
Recommendation 1, which outlines the principle ‘same activity, same risk, same 
regulatory outcome’.1  That is, the same substantive economic activity and risk profile 
should be regulated the same, irrespective of the technology used. 

11. However, the contributors caution that: 

(a) the Corporations Act regime will not be the most suitable tool to address all 
scenarios where digital assets present a risk of consumer harm.  As referenced 
on page 15 of the Proposal Paper, it will be important for government to consider 
whether certain consumer protections are best achieved through other legal 
frameworks, and the interaction between applicable laws.  This will require 
multi-agency and multi-departmental collaboration; 

(b) there are aspects of the regulatory regime which, if they are to operate 
effectively, require a detailed investigation and understanding of the digital 
assets industry ecosystem. This is beyond the scope of the Proposal Paper and 
may appropriately sit within legislative instruments rather than the primary 
legislation (this design question is the subject of a current reference to the 
Australian Law Reform Commission); 

(c) the digital assets landscape is rapidly evolving and there may be future uses of 
digital assets that we are yet to contemplate or comprehend; 

(d) the legislative regime must be reviewed (and, where necessary, adjusted) on an 
ongoing basis to ensure it remains fit for purpose; 

(e) as Chapter 7 of the Corporations Act (as it currently stands) is complex and 
difficult to navigate, additions to the Chapter 7 framework should only be made 
where there is a strong policy rationale for doing so and in the absence of other 
viable alternatives; 

(f) these law reforms should not be considered in a vacuum. Other relevant regimes 
to consider, include privacy, broader consumer protection, tax, credit and 
payment system laws; and 

 
1 Board of the International Organisation of Securities Commissions, Policy Recommendations for Decentralized 
Finance (Consultation Report, September 2023) 19, rec 1.  
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(g) the importance of educating a newly regulated population cannot be 
underestimated and must not be under-funded. 

Proposed regulation of digital asset facilities with a ‘financialised function’ 

12. The proposed regulation of tokens with a ‘financialised function’ seeks to address 
industry concerns identified in the earlier Token Mapping consultation process that 
tokens are dynamic and may be used in different ways at different points in time.  The 
contributors agree that tokenisation can create new ‘pivotal points of vulnerability from 
a technology, counterparty, and fraud risk perspective’, as the Proposal Paper rightly 
states.  The question for law reform is: what is the best framework (or frameworks) for 
addressing those risks? 

13. However, some members of the Committees are concerned that the concept of 
‘financialised function’ will: 

(a) introduce unwanted complexity and be difficult to administer in practice; and 

(b) amount to regulatory overreach by regulating activities in respect of non-financial 
products within the regulatory perimeter of Chapter 7 of the Corporations Act. 

14. Government will need a clearly articulated policy rationale for bringing regulation of 
activities in respect of non-financial products into the regulatory perimeter of financial 
services under Chapter 7.  While the contributors appreciate the need to ensure 
consumer protection in respect of activities of intermediaries in the digital asset space, 
the contributors are not persuaded it is appropriate to bring digital assets with 
financialised functions (that are not financial products) into Chapter 7, nor to regulate 
the custody of digital assets that are not financial products by requiring the custody 
provider to hold an Australian financial services licence (AFSL).  The contributors note 
that regulation of the holding of non-financial product digital assets could significantly 
increase the number of AFSL applications and enforcement actions.  A proportionate 
increase in the funding of the Australian Securities and Investments Commission 
(ASIC) would be required to ensure that it can adequately respond to the additional 
workload.  Regulatory resourcing is discussed further at paragraphs [24]-[26] below. 

15. The contributors query whether the proposed approach will strike an appropriate 
balance between consumer protection (by regulating custody of non-financial product 
digital assets) and promoting innovation, namely tokenisation of real-world and virtual 
assets which are not financial products.  The contributors also believe it is important to 
consider whether and to what extent this approach aligns with approaches taken in 
other jurisdictions. 

16. Therefore, the contributors recommend Treasury conduct further industry consultation 
to: 

(a) test and confirm the policy objectives and rationale for imposing obligations on 
digital asset facility provider entities dealing in digital assets that are 
non-financial products (for example, gaming assets, real world tokenisation and 
smart contracts between layer 1 and layer 2 systems); 

(b) consider whether alternative approaches to treatment of financialised functions 
could be more appropriately tailored to the nature of the underlying asset and 
associated risks, whether through special purpose legislation or drawing on other 
existing legal frameworks; and 
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(c) if such regulatory approach is considered necessary, explore whether a staged 
regulatory approach could be adopted, and proceed to consider this issue once 
the new digital asset facilities regime has been implemented and tested. 

Disclosure 
 

17. Disclosure is an important aspect of consumer protection but is unlikely to achieve all 
the desired consumer protection outcomes on its own. 

18. Appropriate disclosure by digital platforms providers can assist in informing consumers 
of the nature of some risks of accessing digital assets.  However, the contributors 
query whether the product disclosure statement / prospectus regime used for financial 
products in the Corporations Act will produce the best disclosure outcomes. 

19. It will be important to consider practically the level of disclosure and risk assessment 
required by the platform providers (as distinct from disclosure required by the issuer of 
digital assets).  The contributors recommend a minimum standard of disclosure 
(possibly a template form disclosure) be required for each token.  Standardisation of 
disclosure with the appropriate level of information would assist in consumer protection 
across platforms.  The contributors consider that, at a minimum, platforms should be 
required to disclose: 

(a) publicly available information on the token (for example, links to whitepaper(s), 
information on token issuers); 

(b) key factual/historical information in relation to the token including trading history, 
technical features, etc; and 

(c) other information that the platform considers to be reasonably relevant to a 
customer’s decision to access a digital asset. 

20. These requirements should necessarily fall short of risk assessments that might stray 
into financial advice territory. 

21. The contributors consider that the legislative regime for disclosure should be 
principles-based, with more tailored legislative instruments to be used to address the 
more detailed nuances. 

22. The contributors note the reference to the design and distribution obligations (DDO) 
regime found in Part 7.7A of the Corporations Act in recent Treasury roundtables 
which some members of the Committees attended.  Applying the DDO regime to the 
tokens as opposed to the digital asset facility appears to contradict the proposal to 
treat the digital asset facility (a financial product) as related but separate to the token it 
is applied to (which may or may not be a financial product), and significantly undercuts 
the clarity which the proposed framework hopes to establish. 

23. The potential application of the DDO regime to the tokens has not been canvassed in 
the Proposal Paper. The contributors caution that it is critically important to conduct 
appropriate industry consultation before introducing such a reform.  Failure to do so 
could have undesirable consequences. 

Regulatory resourcing 

24. The contributors believe that Australia has the potential to be a blockchain and digital 
assets success story.  Whether this potential can be fulfilled depends upon both the 
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design of the regulatory framework and the effectiveness of ASIC as a conduct 
regulator. 

25. Digital assets will increasingly become a key element to our national and global 
economies.  Regulating digital assets and blockchain can be particularly challenging 
because of the flexibility, pace and scale of the industry. 

26. If ASIC is given regulatory responsibility in this area, it will require access to: 

(a) additional financial resources to regulate this area of the market; and 

(b) technical capabilities (whether internal or through suitable expert advisors), 

in order to: 

(c) design its regulatory guidance appropriately (e.g., responsible manager 
qualifications for licensing); 

(d) engage with the industry on key issues in a constructive manner; and 

(e) target bad actors with suitable enforcement action. 

Custody of financial assets 

27. Members of the Committees have experience advising clients on custody 
arrangements for digital assets which constitute financial products.  Based on their 
experience, members believe there are a number of complex matters in need of 
clarification, including: 

(a) how to ascertain whether a person is ‘holding’ a digital asset; 

(b) whether particular activities do or do not constitute the provision of custody; and 

(c) distinguishing between digital asset platforms and managed investment 
schemes. 

The contributors consider these matters should be further explored and, where 
necessary, captured in legislative instruments and/or regulatory guidance. 

28. Another matter which the contributors wish to bring to Treasury’s attention is that, as 
things currently stand, most custody services relating to digital assets are provided 
from outside Australia.  At least in the short term, the contributors anticipate that this 
trend will continue, due to the lack of appropriate market infrastructure within Australia.  
This should be taken account in the design of the legislation. 

Other regulatory issues 

29. As the contributors have noted earlier in this submission, the regulation of digital asset 
platforms under Chapter 7 of the Corporations Act should not be considered in 
isolation from other issues in the digital assets eco-system, which warrant regulatory 
attention.  Treasury will be aware of other legal frameworks that would benefit from 
detailed review to identify any areas of complementary regulatory reform. 

30. With this in mind, the contributors have identified the following important 
considerations: 






















